What is claimed is: 
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1. A digital content encryption apparatus of the digital content transmission system 
comprising: 

a terminal unit having decryption algorithm, said terminal imit transmitting 
identity characters of a user and receiving and storing key information, said terminal 
unityeceiving protocol including encrypted digital contents requested by the user and 
decrypting copyright protection protocol using the decryption algorithm and the key in- 
formation to replay the digital contents, said key information formed to correspond to 
the identityscharacters; and 



a service server having enc 
key information\corresponding 
unit and transmitting the key inform; 
crypting the digital \ontents using th 



s^hm, said service server generating the 
identity ch6racters transmitted from the terminal 
ion to4he-lsnninal imit, said service server en- 
informatiom and the encryption algorithm. 



said terminal unit transmitting to the cppyright protection protocol to the terminal imit, 
said copyright protectionVrotocol having a hgad^and being formed by adding the en- 
crypted digital contents to the header. 

2. The apparatus of claim 1, whemn the terminal unit further comprises a user key and a 
temporary validation key, said user Xpy being generated by the key information and key 
generation algorithm, said temporary Validation key being decrypted by the user key, 
said encrypted digital contents included in the copyright protection protocol being de- 
crypted by the temporary validation key. 



25 3. The apparatus of claim 1, wherein the terminalimit comprises: 
a first interface receiving the key informatic 
a use authority identifier identifying whetheMhe user is authorized by com- 
paring a hash value of the user key with a hash value set in user authorization informa- 
tion after reading the user authorization information of theNjeader from the copyright 
30 protection protocol, the use authority identifier generating the xiker key by using the key 
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a temporary validation key decryptor decrypting the temporary validation key 
usinft the user key; and 

a digital content decryptor decrypting the encrypted digital contents using the 
validation key decrypted by the temporary validation key decryptor. 



tempora 



4. The apparWs of claim 1, wherein the service server further comprises a user key and 
a temporary vMidation key, said useiJcQLJieinggenerated by the key information and 
key generation algorithm, sauHemporary validation key generated in response to the 
user's request beiM decrypted by the us<jr key^^^iud encrypted digital contents being de- 
crypted by the temporary validation key. 

5. The apparatus of clainiSl, wherein said service servgxcomprises: 

a second interface i^ceiving thi; idejititj^characters input from the terminal imit; 

key information generator generating the key information corresponding to the 
identity characters input from tn^ second interface; 

a user key generator generating the user key using the key information generat- 
ed by the key information generator 

a temporary validation key ^nerator generating the temporary validation key 
when the user accesses the service served through the second interface; 

a user authorization information Venerator encrypting the temporary validation 
key using the user key generated by the us\r key generator to generate user authoriza- 
tion information; 

a header generator generating the hea^^er using the user key, said header in- 
cluding the user authorization information; and 

a protocol format generator generates the cJtopyright protection protocol by ad- 
ding the encrypted digital contents to the header generated by the header generator. 



6. The apparatus of claim 1, fiirther comprising: 

a service sanction agent server receiving from the ^rvice server a signal con- 
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ceming digital content fees, said digital content fees caused by the transmission of the 
ligital content requested by the user, said signal accumulating the digital content fees 
for the registered user's ID. 

5 7. The apparatus of claim 1, wherein the terminal unit is connected to a public switched 
telepmne network, said terminal unit having a network access program. 
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8. The apparatus of claim 1, wherein the terminal unit connected to a network, said ter- 
minal unit Tiaving a network access progra 

9. The apparatus of claim 1 /wherein tljie Jg6ninat4yiit is connected to a wireless net- 
work, said tenrnpal unit having a nej^fjeqic access progrfi 

10. A digital cont^t encryption app^tus of^dle digital content transmission system 
comprising: 

a terminal vmk having decryption algorithm, said terminal unit transmitting 
identity characters of a user and receiving and storing key information, said terminal 
unit receiving protocol incmding encrypted digital contents requested by the user and 
decrypting copyright protection protocol using the decryption algorithm and the key in- 
formation to replay the digital \ontents, said key information formed to correspond to 
the identity characters; 

a service server having encryption algorithm, said service server transmitting 
the key information to the terminal uWt, said service server encrypting the digital con- 
tents using the key information and theS^encryption algorithm, said terminal imit trans- 
mitting to the copyright protection protocV to the terminal unit, said copyright protec- 
tion protocol having a header and being fonw^d by adding the encrypted digital contents 
to the header; and 

V a host server generating the key information corresponding to the identity char- 

acters transmitted from the service server and transmitting the key information to the 
service server, said host server storing the key information with the identity characters. 
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ll\ The apparatus of claim 10, wherein the terminal unit further comprises a user key 
andV temporary validation key, said user key being generated by the key information 
and key generation algorithm, said temporary validation key being decrypted by the user 
key, saio^ encrypted digital contents included in the copyright protection protocol being 
decryptedN>y the temporary validation key. 



12. The appararus of claim 10, wherein the terminal unit comprises: 
a first interface receiving the key inform ation: 



nJ 



whether the user is authorized by com- 
value^set in user authorization informa- 
header from the copyright 



ig the temporary validation key 



10 a use authority identifier ideijtiiynig 

paring a hash value oXthe user key 
tion after reading the user authorization 

protection protocol, the uso^authority identifier generating the i^ser key by using the key 
information; 

15 a temporary validatioriV^ey decryptc^r dei 

using the user key; and 

a digital content decryptor decrypting the encrypted digital contents using the 
temporary validation key decrypted by the temporary validation key decryptor. 

20 13. The apparatus of claim 10, wherein the service server further comprises a user key 
and a temporary validation key, said user key\)eing generated by the key information 
and key generation algorithm, said temporary vaH^ation key generated in response to 
the user's request being decrypted by the user key, said encrypted digital contents being 
decrypted by the temporary validation key. 

25 

14. The apparatus of claim 10, wherein said service server comprises: 

a second interface receiving the identity characters input from the terminal imit; 
a user key generator generating the user key using the kewnformation; 
a temporary validation key generator generating the tempor^ validation key 
30 when the user accesses the service server through the second interface; 
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a user authorization information generator encrypting the temporary vaUdation 
key using the user key generated by the user key generator to generate user authoriza- 
tion infomiation; 

a\header generator generating the header using the user key, said header in- 
5 eluding the liser authorization information; and 

a protocol format generator generates the copyright protection protocol by ad- 
ding the encrypted digital contents to the header generated by the header generator. 

15. The apparatus of claim 10, wherein said host server comprises: 

10 key information generator generating>tftelfey inlotns^ation corresponding to the 

identity characters inpu\ from the second imerface. j 

16. The apparatus of claim \0, further comprising: 

a service sanction agent server receiving! from the service Wrver a signal con- 
15 ceming digital content fees, said digital content fises caused by Xhd transmission of the 
digital content requested by the\ser, said signal \accumuiatifig the digital content fees 
for the registered user's ID. 

17. The apparatus of claim 10, wherein the terminal unit is connected to a public 
20 switched telephone network, said terminal imit having a network access program. 

18. The apparatus of claim 10, wherein the ten^inal unit connected to a network, said 
terminal unit having a network access program. 



25 19. The apparatus of claim 10, wherein the terminal imk is connected to a wireless net- 
work, said terminal unit having a network access program. 

20. A digital content enisQ^tion apparatus of the digital content transmission system 
comprising: 

30 a protocol format generat^Kgenerating a copyright protection protocol, said 
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coimight protection protocol including a header and digital contents, said digital con- 
tents Bdng encrypted, said header having information for decrypting and explaining the 
digital cohtents; and 

a pris^tocol format decoder having decryption algorithm, said protocol format 
5 decoder decrypting and replaying the digital contents according to the information of 
the header receivedsfrom the protocol format generator. 

21. The apparatus of claina 20, wherein the protocol format generator generates a user 
key by adding key information to key generation algorithm and calculates a hash value 
10 by adding the user key to hash algorithm, said protocol format generator encrypting a 
temporary validation key by using the user key, said header including user authorization 
information with the hash value and the encrypted temporary validation key, said key 
information being formed to correspond tdddentity characters of a user. 

15 23sThe apparatus of claim 20, wherein the protocol format decoder generates a user key 
by addmg key information to key generation algorithm and decrypts a temporary vali- 
dation key^by using the user key, said protocol format decoder decrypting the encrypted 
digital contents with the temporary validation key, said key information being formed to 
correspond to idehtity characters of a user. 

20 \. 

23. A digital content enc^tion apparatus of the digital content transmission system 
comprising a protocol format^ecoder for copyright protection, said protocol format de- 
coder having decryption algorithnJ^and receiving copyright protection protocol includ- 
ing encrypted digital contents, said^otocol format decoder decrypting the copyright 

25 protection protocol using the decrj^tion algorithm and key information to replay the 
encrypted digital contents. 

24. The apparatus of claim 23, wherein the protocol format decoder generates a user key 
by adding key information to key generation algorithm and^decrypts a temporary vali- 

30 dation key from user authorization information by using the us^key, said protocol for- 



29 



mat dbcoder decrypting the encrypted digital contents with the temporary validation 
key, said u^r authorization information being included in the copyright protection pro- 
tocol. 

25. A protocol for pro^bqting copyright of digital contents including a header and the 
digital contents, said digital contents being encrypted, said header having information 
for decrypting the digital contents. 



Zl^. The protocol of claim 25, further comprising a field for indicating the size of the en- 
crypted digital contents, and an additional information field. 



27. The protocol of claim 25, wherein the header comprises a copyright support field for 
indicating whether the digital contents are under copyright protection, an unencrypted 
header field, and an encrypted header field. 



28. The protocol of claim 25, wherein the header comprises a copyright support field for 
indicating whether the\iigital contents are under copyright protection, an unencrypted 
header field, a field for indicating the size of the unencrypted header field, an encrypted 
header field, a field for indicating the size of the encrypted header field. 

29. The protocol of claim 27 or 28v wherein the imencrypted header field comprises a 
copyright library version field, a digiftd content conversion format field, a key genera- 
tion algorithm field, a digital content enbni^tion algorithm field, a field for indicating 
user authorization information at PC, and a^ld for indicating user authorization infor- 
mation at a replaying device. 



30. The protocol of claim 29, wherein the field for indicating user authorization infor- 
mation at the PC and the field for indicating user authorization information at the re- 
playing device comprise a field for indicating a hash value\)f the user key, and a field 
for indicating the size of the hash value generated by hash algorithm, a field for indi- 
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eating a resultant value of an encrypted temporary validation key, and a field for indi- 
cating yie size of the resultant value of the encrypted temporary validation key, respec- 
tively. 
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31. The protocol of claim 27 or 28, wherein the unencrypted header field comprises a 
copyright librarywersion field, a digital content conversion format field, a field for indi- 
cating the code of a. digital content provider, a key generation algorithm field, a digital 
content encryption algorithm field, a field for indicating the number of users sharing PC, 
a field for indicating the immber of users sharing a replaying device, a field for indicat- 
ing user authorization inforrhation at the PC, and a field for indicating user authorization 
information at the replaying deWce. 
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32. The protocol of claim 31, whereik the field for indicating user authorization infor- 
mation at the PC and the field for indiciating user authorization information at the re- 
playing device comprise a field for indicating a hash value of the user key, and a field 
for indicating the size of the hash value generated by hash algorithm, a field for indi- 
cating a resultant value of an encrypted temporarjNyalidation key, and a field for indi- 
cating the size of the resultant value of the encrypted temporary validation key, respec- 
tively. 
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33. The4jrotocol format of claim 27 or 28, wherein the encryptea4ieader field comprises 
a field for encryplit)n.4lgorito digital content, a field for indicating a basic proc- 
ess unit of the digital content, a field.4oH^ the number of encrypted byte, and a 
hash V^ue field for a hash value for determining-tliestate of the entire header. 

34. A digital cont^ht^cryption method of^pr^igital content transmission system com- 
prising the steps of: 

a user inputting identit^ssharactets foi>*ilembership registration through a ter- 
minal unit; 

determining whether the user is regist^fed^y checking the input identity char- 



31 



acters;^ 

Btoring information on the membership registration when the user is deter- 
mined to Be imregistered; 

trar^mitting key information to the user in response to the user's request for 
digital contents; 

determining whether a request signal for downloading digital contents; 
encrypting the digital contents by a temporary validation key when the request 
signal is determined\o be input from the user; and 
transmitting the digital contents. 
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35. The method of claim X4 further ccbif)r^sing the 
the service fee to a service sVaction agent 



of transmitting information on 
le information on the service fee 



being generated when the digital contents is transmittedjto the user. 

36. A method for generating use\ authorization information of digital contents com- 
prising the steps of: 

determining whether identity Characters are received from a service server; 

comparing the received identit\ characters with stored identity characters to 
determine whether identical identity characters with the received identity characters ex- 
ist among the stored identity characters when\he identity characters are received; 

generating the key information when Identical identity characters with the re- 
ceived identity characters is determined not to exiat; 

transmitting key information to the service\server in response to the request of 
the service server; and 

storing the user's identity characters with the trWismitted key information. 



37. A digital content encryption method of the digital contei^t transmission system com- 
prising the steps of: 

receiving a request signal for digital contents from a u^r; 

generating user authorization information using intemalW stored data when the 
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request signal is received; 

generating a header having information on the digital contents and the user 
authdfization information; 

encrypting the digital contents; and 

^transmitting copyright protection protocol generated by adding the encrypted 
digital contents to the header. 



38. The method of claim 37, wherein the internally stored data is key information gen- 
erated correspondingly to the user's identity characters. 
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39. The method\f claim S^'wher^in ttie^ of generating user authorization informa- 
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Kdation kay in response to the received request sig- 



tion further composes: 

generating ^ temporary 
nal for the digital contents; 

generating a user key usin&Tkey information; and 
generating the encrypted user authorization information using the temporary 
validation key and the user key. 



40. The method of claim 39, wnerein the user authorization information comprises the 
20 encrypted temporary validation ke\ and a hash value of the user key. 



41. A method for encrypting digital 6pntent communication protocol comprising the 
steps of: 

generating a temporary validatiods^key when a user's request for the digital 
25 contents exists; 

determining whether digital content eAf ryption algorithm defined by a digital 
content provider exists; 

generating a header according to the digitaX content encryption algorithm when 
the digital content encryption algorithm defined by th\ provider exists, and generating a 
30 header according to a basic algorithm when the digital content encryption algorithm de- 
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fin^d by the provider does not exist; 

encrypting the digital contents after generating the header; and 
adding the generated header to a front end of the digital contents. 
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42. The mVthod of claim 41, further comprising the steps of: 
determining whether additional information exists; 

gener\rting an additional information field when the additional information is 
determined to exi^st; and 

adding thk additional information field to a rear end of the digital contents. 



43, The method of claip 41, whereji the^tep of generating the header comprises the 
step of: 



generating copyright support info 



ion field and a field for indicating the 



size of an xmencrypted headersinformation and then adding them to the header; 
adding the unencrypteckheader infc rmatipifneld to the header; 
generating user authorization information using a key information; 
adding the generated user amhorization information to the header; 
generating header informations. for encrypting the digital contents; 
encrypting the generated header ^^formation; and 

adding an encrypted header information field and a field for indicating the size 
of the encrypted header information to the header. 



44. The method of claim 43, wherein the step for^enerating the user authorization in- 
formation comprises: 

25 determining the existence of the key information or the temporary validation 

key; 

using the key information to generate the user key^hen the key information 
and the temporary validation key are determined to exist; 

calculating a hash value of the generated user key; and 
30 encrypting the temporary validation key using the key enVyption algorithm 
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id the generated user key after calculating the hash value. 



\^5.\A method for decrypting an encrypted digital contents comprising the steps of: 
transmitting a digital content request signal to a service server; 
receiving data and copyright protection protocol from the service server; 
generating calculated data using internally stored data from the received data; 
comparing the calculated data with data set in user authorization information 
included imihe copyright protection protocol; and 

confirming theuse authority to decrypt the encrypted digital contents when the 
calculated data coincides with the data set in the user authorization information. 



46. The method of claim ^5, 
encrypted digital contents. 




comm?ising the step of decrypting and replaying the 



47. The method of claim 45, wharein the mtemally stored data are key information gen- 
erated correspondingly ro the user's idtotity characters. 



48. The method of claim 45, wherein the user authorization information comprises a 
hash value of a user key generated by key information and an encrypted temporary vali- 
dation key. 

49. The method of claim 45, wherdin the data set in the user authorization information is 
a hash value of a user key generatedNjy key information. 



50. The method of claim 45, wherein the;^ calculated data are calculated by applying key 
information to key generation algorithm, )i hash value being calculated from the calcu- 
lated by hash algorithm, said calculated haslk value being determined whether it is iden- 
tical to a hash value set in the user authorization information, a temporary validation key 
included in the user authorization information^eing decrypted when said calculated 
hash value is determined to be identical to the seMiash value, an encrypted header in- 
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cludea. in the copyright protection protocol being decrypted the decrypted temporary 
vaHdaticm key, said encrypted header being calculated into a hash value of a header us- 
ing the hash algorithm, said key information being formed to corresponding to the 
user's identiW characters. 

51. The methoavof claim 50, wherein the calculated hash value of the header is deter- 
mined v^hether it\is identical to the hash value of a header set in the header, said en- 
crypted temporary Validation key being decrypted using the calculated data when the 
calculated hash valueVf the header is identical with the set header value of the header to 
confirm the use authority, said temporarv^^altdmion icey being replayed while de- 
crypting the encrypted digital contents, f \ y/ 

52. A method for receiving ttey information forluser to he authorized to receive digital 
contents from a service server, iupmprising the st^s^tJn 

opening a screen for prowding the (W^tlal contents via telecommmiication; 
requesting membership registration through the opened screen; 
receiving key information COTesponding to the membership registration; and 
storing the received key information. 

53. The method of claim 52, wherein the received key information is transmitted to an 
extemal slave device to be stored. \ 

54. A method for receiving key information forVser to be authorized to receive digital 
contents from a service server, comprising the stepaof: 

a processor opening a screen for providing the digital contents when a user in- 
puts a key signal via an input device; \ 

inputting request data on the open screen anoVtransmitting it via the service 
server; \ 

receiving the key information corresponding to tne transmitted request data; 
and \ 
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storing the received key information. 

55. The niethod of claim 54, wherein the request data are the user's identity characters. 

56. The method of claim 54, wherein the key information received in the step of re- 
ceiving the kejc information is transmitted to an extemal slave device to be stored. 



57. A replaying device with decrypting function, comprising: 

a memory Nstoring an algorithm for de cryptin g protocol including encrypted 



digital contents, said memory further sto: 
new member and the prVtocol received 

a microcomputer storing the protocol 
memory, and controlling oXitput and encrypti< 
rithm stored in the memory in accordance wi 




information received when a user is a 
tents are requested; 

an extemal device in the 
tocol according to the algo- 
!ey signal received through a user key 



input unit; and 

a decoder decoding the digital contents outputted from the microcomputer. 



58. The replaying device of claim 5 7, wherein the decoder is a MPEG decoder. 

59. The replaying device of claim 57, wherfein the memory is a flash memory. 

60. The replaying device of claim 57, wherein me microcomputer generates the user key 
through user authorization information of a receVed header by using the key informa- 
tion stored in the memory when the digital content^ inputted according to the stored al- 
gorithm are encrypted, said microcomputer decrypting a temporary validation key in- 
cluded in the user authorization information of the heacier using the generated user key, 
said microcomputer decrypting and outputting the encryp<pd digital contents using a de- 
crypted temporary validation key. 



61. The replaying device of claim 57, wherein the microcomputer replays and outputs 
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the digital contents without decrypting them when the received digital contents are un- 
encrypted 

62. A digitaX content decrypting method of a replaying device with decrypting function, 
5 comprising tnfe steps of: 

receivmg protocol comprising a header and encrypted digital contents, said 
header including user authorization information; and 

storing tha protocol in a record me dium. 

10 63. The method of claim 62, further comprising the siep of decrypting and replaying the 
encrypted digital content stored in the record m^ia. 

64. The method of claim o2, wherein the user^^aalliorization information comprises a 
hash value of a user key and a^ encrypted temporary validation key, said user key being 
15 generated by key information. 



65. The method of claim 62, whereiV the record medium is a flash memory. 

66. A digital content decrypting methoos^of a replaying device with decrypting function, 
20 comprising the steps of: 

receiving encrypted digital conteri^s and a header, said header having user 
authorization information; 

generating calculated data using intem^y stored data after receiving the digital 

contents; 

25 comparing the calculated data with the userVuthorization information; 

decrypting the encrypted digital contents when the calculated data and the user 
authorization information are determined to be identical*^d 
replaying the decrypted digital contents. 



30 67. The method of claim 66, wherein the calculated data are calculated by applying key 
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informatoon to key generation algorithm, 

^hash value being calculated from the calculated by hash algorithm, 
sard calculated hash value being determined whether it is identical to a hash 
value set in tlae user authorization information, 
5 a temborary validation key included in the user authorization information being 

decrypted when\^aid calculated hash value is determined to be identical to the set hash 
value, 

an encrypted header included in the copyright protection protocol being de 
crypted the decryptedVemporary validation key, 
10 said encryptedNJieader being calcul 

hash algorithm, 

said key informati^^n being formed^ corr 

acters, 

said calculated hash Wue of the header 
15 cal to the hash value of a headenset in the header, 

said encrypted temporarjv validation key^D^ng decrypted using the calculated 
data when the calculated hash value of the header is identical with the set header value 
of the header to confirm the use authority, 

said temporary validation ko^ being replayed while decrypting the encrypted 
20 digital contents 




h value of a header using the 
to the user's identity char- 
ined whether it is identi- 



68. The method of claim 66, wherein the intemally stored data are key information gen- 
erated correspondingly to user's identity characters. 

25 69. A digital content decrypting method of a rej^laying device with decrypting function, 
comprising the steps of: 

receiving key information and storing it or^a record medium; 
receiving encrypted digital contents and ^header, said header having user 
authorization information; 
30 generating a user key using the key information;^ 
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comparing a hash\alue of a user kg 
formation and a hash value of tite generat" 

decrypting the encrypted digital coi^tents 
user key and the hash value of a user klsy set 
tion data are determined to be identical. 



received user authorization in- 



the hash value of the generated 
the received user authorization informa- 
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